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MISE EN PLACE D’UNE BORNE WIFI
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MISE EN PLACE D’UNE BORNE WIFI

Contexte

Dans le cadre d’agrandir son rendement et ¢a superficie, la société Assurmer nous a demandé de
mettre en place une borne wifi permettant de donner internet a ses employés et aux visiteurs des
locaux.

Présentation de la borne

La borne wifi qui nous avons eu a configurer est une Cisco wap371.

Les points d'accés bibandes sans fil AC/N Cisco WAP371 exploitent

une technologie radio bibande simultanée pour améliorer la g
couverture du réseau et la capacité de connexions utilisateur. Grace .
a la technologie MIMO 3x3 avec 3 flux spatiaux, le point d'accés \

fonctionne au maximum de ses performances. Les interfaces LAN
Gigabit Ethernet avec alimentation PoE conférent une grande
flexibilité d'installation et réduisent les co(ts de cablage. Les
fonctions intelligentes de gestion de la qualité de service (QoS) vous
offrent la possibilité de donner la priorité au trafic dépendant de la
bande passante pour les applications VolP et vidéo.

Version : 1.0 ASSURMER Page 3 sur9



MISE EN PLACE D’UNE BORNE WIFI

Configuration de la borne wifi

Avant tout choses, il faut savoir que I'lP de basse de la borne est 192.168.1.245. Une foi cette IP
rentrer sur une page internet le login et le mot de passe, sont trés souvent « cisco » « cisco ».
De ce fait une fois connecter , vous aurez cette page :
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Access Point Setup Wizard

I weicome

Thank you for choesing Cisco Systems, Inc. This setup wizard will help you install your Cisco
Systems, Inc Access Point.

Configuration
IP Address To setup this access point manually you can cancel this wizard at any time (Not recommended).
Single Point Setup
Time Settings
Device Password

Radio 1 {§ GHz)

Network Name Note: This Setup Wizard provides simplified options to help you quickly get your access point up

and running. If there is any option or capability that you do not see while running the setup
wizard, click the learning link provided on many of the setup wizard pages. To set further cptions
as you require or as seen in the learning link, cancel the setup wizard and go to the web-based
T canfiguration utility

Wireless Security

Radio 2 (2.4 GHz2)

Network Name

¥ Click Next to continue
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ss Point with Single Point Setup

Access Point Setup Wizard

Welcome = Configure Device - IP Address

Configuration

Radio 1 (5 GHz)

Radio 2 (2.4 GHz)

Version : 1.0

Select either Dynamic or Static IP address for your device.
O Dynamic IP Address (DHCP) (Recommended)

® static IP Address
Static IP Address 172 [16
Subnet Mask 255 255
Default Gateway: 172 16
DNS [
Secondary DNS (optional).

@Leam more about the different connection types

¥ Click Next to continue
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MISE EN PLACE D’UNE BORNE WIFI

Certaines options de la configuration initiale ne sont pas nécessaires dans notre cas.

Access Point Setup Wizard

= Single Point Setup - Set A Cluster
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* Click Nextto continue

Access Point Setup Wizard

Welcome

~ Configure Device - Set System Date And Time
Enter the time zone, date and time.

Gonfiguration

1P Address

Time Zone: France

 Single Point Setup @

Zone You Belong)

Set System Tme: ® Network T Protocol (NTP)
O Wanualy

Radio 1 (5 GHz )

NTP Server G.iscosb pooi ip oy

[ Pp————

Radio 2 (24 GHz)

™ Click Next to continue

Dans notre cas, nous ne métrerons pas encore de mot de passe pour pouvoir nous connecter plus
facilement a la prochaine connexion.

+
192.168.1.245,
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Access Point Setup Wizard

power adapter ) sword
s your access point from unauthorized access. For security
If you enable the 5 GHz radio with 80 MHz bandwidth and if the radio ess point password from its default settings. Please write
carmes a high amount of traffic, then the WAP device will need more NCe
power than what the IEEE 802 3af PoE standard provides (12.95 W)
Itis highly recommended that when 80MHZ channel is in use, the
WAP device should either be powered by a Power Adapter or an
IEEE 802 3at Power Source Equipment (PSE). I the required power  [practers composed of lower and upper case letters as well as
by the WAP device exceeds the maximum power delivered by the
PSE, then the WAP device may reboot

ok [comat ]

Password Strength Meter: TTTT Below Minimum
Password Complexity: () Enable
©Lean more about passwords

Radio 2 (2.4 GHz)

~ Click Next to continue

[ Back ]| Nea |[ cancel ]
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MISE EN PLACE D’UNE BORNE WIFI

Configuration des fréquences du wifi
Ensuite, nous rentrons ici dans la configuration du wifi en 2.4GHz et la 5 GHz

2.4GHz VS 5GHz

m 2 4GHz m5GHz

.
Interferences_

Configuration du wifi en 5GHZ
Tout d'abord, nous commencerons par I'acces wifi en 5 GHz. Ici, nous devons mettre le nom du wifi.

-
¢« cC 0O 192.168.1.245, Y i *» 0@
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Access Point Setup Wizard

Welcome ~ Configure Radio 1 - Name Your Wireless Network

The name of your wireless network, known as an SSID, identifies your network so that wireless
Configuration devices can find it
v IP Address Enter a name for your wireless network

v Single Point Setup
Network Name (SSID): liot-4

v T b T A T
ne Sty For example: MyNetwork

v Device Password

Radio 1 (5 GHz )

@Leam more about network names

Radio 2 (2.4 GHz)

k Name

¥ Click Next to continue
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Ensuite, c’est au tour du mot de passe

MISE EN PLACE D’UNE BORNE WIFI

Pour le vlan ID, laissez par défaut sauf si vous vous trouvez dans un autre vlan (le mieux est de laisser
par défaut et de changer plus tard quand le reste de la configuration est fini)

Access Point Setup Wizard

Welcome
Configuration

V 1P Address

v Single Point Setup
¥ Time Settings

+ Device Password
Radio 1 (5 GHz)

+ Network Name

V Wireless Security

Radio 2 (2.4 GHz)

Version : 1.0

= Configure Radio 1 - Assign The VLAN ID For Your Wireless Network

By default, the VLAN ID assigned to the management interface for your access point is 1, which
is also the default untagged VLAN ID_ If the ment VLAN 1D s the the
assigned to your wireless network, then the wireless clients associated with

network can administer this device. If needed, an access control kst (ACL) can be created to
disable administraton from wireless chents.

Enter a VLAN ID for your wireless network

VLAN ID. 1

Click Next to continue
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MISE EN PLACE D’UNE BORNE WIFI

Configuration du wifi en 2.4GHZ
C’est la méme chose que pour le wifi en 5GHz.

Acces Web
Aprés toutes ces actions, il nous sera demande si la borne doit créer une page web de connexion,
dans notre cas nous mettrons « NON

cisco

Access Point Setup Wizard

Radio 2 (2.4 GHz) “ Enable Captive Portal - Create Your Guest Network

 Network Name Use Captive Portal to set up a guest network, which means that wireless users need to be
authenticated before they can access the Intemet. For example, a hotel can create a guest
network to redirect new wireless users to a page for authentication.

v Wireless Security

VVLANID Do you want to create your guest network now?

Captive Portal Oves

[ oo [

©Leamn more about caotive portal guest networks

Summary

Finish
~ Click Next to continue

Résumé
Pour finir, a la fin de configuration, il nous sera montré les parametres du 5 GHz et du 2.4 GHz

Ao » 0O A

§ Flashback FA

Access Point Setup Wizard

Radio2(24GHz)  + Summary - Confirm Your Settings

Please review the following settings and ensure the data is correct
bietwork Name, Radio 1(5 GHz)

V Wireless Security

v VLAN ID

Captive Portal

¥ Creation
Network Name
Wireless Security
VLAN ID

Note: Radio1 and Radio2 will be enabled after clicking Submit
Redirect URL

~ Click Submit to enable settings on your Cisco Systems, Inc Access Point

[ Back || suoma|[ cancel ]
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MISE EN PLACE D’UNE BORNE WIFI

Attention, la prochaine connexion, il faudra rentrer 172.16.0.10 dans notre navigateur. (ou autre IP
en fonction de votre configuration)

Access Point Setup Wizard

Alert
P ensure the data is correct

tIP address. The wizard will close and you will need 1o use

After you click OK, the AP configuration will be updated including the
@
the new IP address- 172 16.0.10 to access the AP Web Ul.

Wireless Secunty
VLAN ID

Note: Rado1 and Radio2 will be enadled after clicking Submit
Redirect URL

~ Click Submit to enable settings on your Cisco Systems, Inc Access Point

[ Back || Swma | Cancel |
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